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ACCOLINTS (Army), Chandigarh

Sector-9, Chandigarh- 160009

Ph: EPABX Nos: 27 4t6Ll-6L4' 27 4L990, 27 40445
Ext .260,263 Fax- 27 42552

E-mail: npscell.pcdawc@nic.in
Website : pcdawc.gov.in
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To

The Officer in Charge

1. AAO (Pay), Jalandhar Cantt

2. PAO (ORs) L4 GTC, Subathu

3. Pay Section (Local)

4. AN Pay (Local)

5. All AOGEs under PCDA (Army) Chandigarh

Dated :0210212024

Subject:- Prevention and reporting of fraud under NPS Architecture for Govt. sector

and its implementation.

A copy of PFRDA letter No. PFRDA-O910L1000312023-SUP-SG dated 2.L2.2023 on

the subject mentioned above is enclosed herewith for information and compliance please.

t'

PCDA has seen.

(M.P.Mandan)

Asst. Controller

Copy to

The OI/C lfor uploading on the WAN of PCDA (Army)

IT & S Section (Local) lChandigarh

3,l..
(M.P. Mandan)

Asst. Controller
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Dear Sir/Madam, / \

Date.Z}.12.2023

.<^
'o5{

3trq+t ara fi 6trn ffi, t ;1-rrft 2004 qlt qT 3F& Er-E dErsrt fr qnB?r d* dre

ta sr+rt * 6ffi (rrrr€r Eat 6t elrs+-r) t'trq aafrrs 3IM'tt fsh
ETE, grfufiilr rtGq s{firt i efi s{Tfr fiffi h fu' 3inrq-3{FrrT frffi' .rt

qasw +t s+qarqr tt
You may be aware that, the NIIS is mandatory for Central Government employees

(except armed forces) joining services on or after 1st January 2004' Subsequently, most

of the State Governments have also adopted NPS at diJferent dates for their

employees.

z.3rgnfi/qqEERI30.03.20216t3{trqFdfifrqfrEfiffi1trEEfi+ftra
yqr& sir mrqi;Eq"I) ftqrT, 2021 rt ('dTftq€ $rffitqa-r + il{d afsa qnqlilst frI

Efusa ttrfirgfr 3ik ffi ffi.r qFnrFT t, m GilSI efi trtrfrdT * ?{Ere fr

(s srdrndT aff qnfrfr tl
The Central Civil Services (Implementation of National Pension System) Rules, 202L

notified on 30.03.2021by DoP&PW, provides for specific roles and responsibilities of

nodal offices und.er the NPS architecture, including the penal provisions, in case of

any deviation.
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sTTf, Tdriffi

fr-14/g, E-dqfr ffi qqc, Egq rf{Qn{rd +{, 6-{rRqr 1r{,q, T{ ffi-tlooto
qo{N : 0,t1-26s17s01, ,u517593,-SW : 011-20s17502, tffie : www.pfrda.org.in

B-14/A, Chhatrapati Shivaji Bhawan, Qutub lnstilytionalArea, Katwaria Sarai, New Delhi-110016

phone : 011-26517501, 26517503, Fax : 011-26517507, Website : www.pfrda.org'in

Subjech Request for framing a Policv for Prevention and RePorting of Fraud Under

NEEl\f ctrtgSture-f or G overnme nt S ector and its i mP lementation'
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a. #a e-rar 3ik 3Tmq.ier rl'q €r+nt (s€* ir{fr Er{rtr ffii sG-d) I 31q-}

3iaffiff,d mffit h fr(' qilfi(rrT qi 3Tqfrrq S!. d-jle]-4 q) E?is' il rK't rik gu

et{ i edrrd (q$ET) *'r6a gTffffdBif 3il{ Sqfr {iry qffit 6r :dGIr t
,66at fr sfi trdw T{E a$ tl
It is almost two decades since the Centrai Govemment and most of the state

Governments (including Autonomous bodies under it) adopted NI€ for their

underlying employees and the sector has also wibressed substantial growth in terms

of the number of Subscribers and its associated Assets under the Management (AUM

+. nBararrit 6'1 6)q sfi @ rFqT t 3it{ E-iTR.q tftrrt$ rrffiffi' h fuarr 3ifrq.

€Tfiar fir :rrqqqEmr tr dertr$r ffr qfrtr'ffi fr qa fr gdqrfr'q t f6t .r{Erfr

6r drfi gfk EqBa"aa trdq!-€' rsrf,t afi 3{aB-t-a 5a a+ q-gq uTF'a 
'1 

r+dr

tr fa q;Tztr t 3{igqra6ii sltr {rra qqifi ffi fi ft1'?iBfiT ffiq gq;€Ta d sE'ar

tt
The corpus of individuals has also grown and hence the need for greater vigilance

against fraudulent activities. Fraudulent activities can range from misappropriation

of funcls to identity theft and unauthorized access to individual NrJS accounts' These

actions can lead to severe financial losses for both individuals and the pension system

as a whole.

s.tradlBfil.tMriltqaql,gfI3r€irfl,m}E-aR'{si*fr(',*a/{r\'!q
rrt6g fi drf,d 6rqtilqt (g-€-t f6a Fdrrlrr ffi €fd4 t fr(''laffss snffit-qqT

t .rfa if{qTtIS fir {tq'?Irff 3it{ ftflfr?T t fr(' srItGIT' ffr cenc-dl frr rrfiTa

3Tld'ezFf,cTf tl
To address these risks and uphold the integrity of the NPS, there is an urgent necessity

for the establishment of the "Framework for Prevention and Reporting of Fraud Under

NPS Architecture" for Nodal offices of Central/State Government (including

autonomous bodies under it)'

6. 5Er.d-{a qi sqrdT fr {rilA gtr, 3{rq$ sqiq t ffi {R-firtr q'tT *. fr(' (,;TqN-€

:d{qar *' irf,d dr€ftrgf 6r t+'erFT 3ik f iTfuT *. Rt w' fifr t{rK 6.ri 3lt{

gt'* arot--roa * ft!' 3{qe :dEifr-d qe1rgft6 Aerrifdarrq t qrq rTrl1$ ffI diq

6t 3ik g$ rarvt

In view of the above, you are hereby requested to examine and take up the matter

with your concerned. Administrative Department/Ministry for framing a policy for

the Prevention and Reporting of Fraud Under NIIS Architecture for the Government

Sector and its imPlementation'

a'
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z rr{qa "efnrtrS ffi$ frH' *r x_tnu 3TMh serRTfr* B"iflrr 6rsHi, *.rqF

eEd-dT adfr"il'si1-r srE6{q 6'l tfsrtrS 6I tm-qrq 3il-{ ft,nfrzr h firqt *'s.T f
frqrB&r fttrtRa qtar tt rs ait m:r :c-*u rr;q qrtfr fi sq-sq ffifua
+t qrw mT ar ilrn:
The objective of the above-mentioned "Anti-fraud Poliry" is to set guidelines as

measures of prevention and reporting of fraud to your administrative controlling
offices, Law enforcement Agencies, and Authority.The framework shall inleml1c aims
to achieve the following:

L ftsrt$ fr t+.qrq: erleTtrs 6'r s.rs-c srT t T6-{i;re 3fu F6€ + &{
tilsrt$ * a)fr-q qt o"q 6ri t fr!' ea, 3itr sgrfr dr dt frTq d *
fu'dT tra.fud 6-GTII gs'fr'3{iaft6 sq t ffi 4I *a-qrf;'fi t+ rr."-{d

+i erorqr aar, Eqf, B"{irsr rrrrr ffiffi 3lk $m ff,dqRaT *. ffi
dIeRftficII 6rdIAT enka{ tl
Fraud Prevention: Evolve mechanisms to clearly Identify fraud and implement

swift and effective mechanisms to mitigate the risk of fraud within the entity.

This involves internally promoting a strong culture of fraud prevention,
implementing robust controls, and raising awareness arnong all stakeholders.

srrzi $r qar rrrnar: trs'r5 fi eflan ri?ilr$ afrfrfudt fir ffifr kil ilrni
*r gEqr + fr\' ffi, io qaTR'F+-fl 3i1{ ftq}e4 dr mt E-ot r

Timdy Detection: Enhance monitoring data analytics, and reporting
rrechanisms to facilitate the early detection of fraudulent activities within the

enftify-

JtAffdT T{THET: (ra$w 3iTffi.f,{ +'sfrar, Hta-€r'i EErrr 3@ fifr+. flrf,+it

6r qrarr ffifrr JilT $eiarffirt A B.fi *r ffiT errar qftfaYd +-t+' stfi-drdnTt

afk ammfitqt *. ffi fr qrr 6rtrt ry =q&a 6T ga.eeq 3TffiErdBf t
fdm-ffi * c-HT'J$k Jfreiffir aaie Tsar tl ge'h srFnrtr, rltcTrrs t' aqrq-fi

ffi'* Sd * Rt" ffia' g[$q furs Ed qiae' arfr' rr+' drr g+rq'i q61

ECYI qF ffi. .liFn .:Erie€r fr!.flrFta 6frN.t qra {I{h{ rll fi$l

e{r,ffiffi&W&* iilfirr4srif;Mh rehfu fu NS Arrhitechrre adhere to high
ffi ffi @srlC}y prff the irtuest of the subscriber. This
oEEEr€ aiEns b erlharre suheqiber cmrfidsrce and maintain integrity.
Mter, immediaE rrursures are to be bken to stop the cascading impact of
foaud b contain further monitory losq once it is detected.

EI.
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a Iv.ildr3tt{Hcqffi:drtrTtrglfiartgrdfrEradE6gfr-glafiraqstfr('
srfiird Fefitrfr q,{aT rilr qsnfrd qqit +\ ffi qi{i 6'r srffrrfr 6FITI

Recoveryandind'emnification:Toestablishprovisionstorecoverthemonetary
losscausedonaccountoffraud.*up,""''ionforindemnifyingtheaffected

Parties'

V.BqTffi.3I{crffi:fi!ffiaTfiq,g{frB.q-fi.2013a.qrEtIFIi,g*rq-grqq{
qTp="{ur EEnr o1rt1 ffi, fr6qs' $fr frRIrffftfr A sgwa-a a'} e'arqr

tarr gs-+r sa-*u qE gBffi a.rar t 6 eunsr *. efr-d{ +rs or} afr

qdT d€irq til'@xdl t qHTfi 6T t Cil{ee fr'$qfr Eiffi gitt ffi

15"#.:]ro** promore compliance with provis"T ,f fl": ?FRDA

Act 2m3,iutes, regulati"*, rJ;;i;* isslea-Uy the Authority from time

to time. The oblective is to u**] that all entities operating within the system

fulfiltheirobligations*a,u,po,,sibilitiesineffectivelycombatingfraud.

u. fttirr s";-rsr ffid, .dfft q-rrfr 3rrr 3efie 5fldFT sqBil *'

rqrqilditfirffi-dslTtwfiqTfgittsrqq-dafififrtT{gqRffr

ffi*rfl.T:ent: Foster a curture or continuous.improl".*"tt 
uv

regularly reviewing and 'pauu^ltt'" {:::-::lin 
response to evolving fraud

risks,technologicaladvanceme,.is,u.'demergingindustrypractices.

vll.dr'gTElsr6rnsflTr.kTa,Tr}*,ErEeiIETtrEIdI$Iqa.qerqff4,a"iTur
qrcffit, 6ry s-d-6-d *y 3ifq "q1fi6-{ut fi ftrm-fl 3tk aiq 6ss1' +t

qaa rnor sFrr tr rs *t: [11[i,* 
fir g*ar ad fi

a'

il 
"** 

qrsq 3ir 3i1itrieq dra frN ,rq tl

6T qaT Ttrfr *,

s'-a--nero Eq

* ao frd fi etmt
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* 30 frdt fr e{rd{

Reporting of Fraud: The fraud after detection is to be reported to your

administrativecontrollingoffices,LawenforcementAgencies,and"The
surveillance and Investigation Department of Authority' In this regard' the

suggestive format and frequenry for reporting fraud to PFRDA are as below'

e. fiqmff{$(r fi t6d at mefi t ftq drsrtrs girffifi qdtrfr frft f'r (rfr qF (fde[

,ip 3iffi O fi('tmT*grq a*{rr*. qr srrfl.tl t aqr u-u.fir 3iit$ :i16{ur aiffiTfr

dEst * ft(, fffi tr qfi 3{lireq?r 6} dt 6.fr'qits +q€rmur rqrdT q'{i fr'gqfr

6t?rr

AcopyoftheFraudRiskmanagementPoliryforlntermediaries(inHindiandEnglish)
is available on PFRDA website and English version of. the same is attached herewith

for ready reference please. We would Ue glad to provide any clatification ' 
if required'

HTfl,
Yours sincerelY,

a'

/\
/\ [

(r6rs SH,x",kas Kumar sinsh)

WiT lIdfrrttffi / Chief General Manager

? weeks of

year within 30 daYs

close of the financial

year within 30 daYs

Page 5 of 5

qirqFrs

E6t

3)

•-• https://www.staffnews.in •-• 



PENSION FUND

REGUHTORY AND

DEVELOPMTNT

AUTHORITY

rl:'$tA\,ltwonK ron PR€vf N'IiOl\l AN0

RTPONI]l\G OT FB.AUO UNOER NPS

3911111!tlufl l) 6UlElLtll'i t5. 20?l
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I'rRFA ffRAhlti\f()l{l'i I()lt l'l$',vliNn(lN ANI) Itlil{lR'l'lN(; ol; I:Rn LJn [":Nnl'l{ N15

ir..r tn\,.r"UR111 ( ;l' 1 Inlil'lN l$' ltlXl

Ctrntr'ttts
t'llAt'llrli. l sll()ltll'tlI[,(1)[lI'll1l'lctihlt]N-l'OltJlic-l'lvllANt)r\ll'l'l('Allll'nY

I Short tilk'anrl rt!flrnlr'lrrtnleni - '' ' ' ' '

! $b['clrvr: '.,,' .' '

ll Apphcohilrtl', .

Cl IAr|.ER.II.NEHN ITIONJ ANN CLASSITICANON

4 Dt"finrtton

5. Clns*ificntton of Fraud.,'.,.

ct{AlTuR-ltl4nl*uRAL uR[cTlCIN 4

6, Cxneral flin'rtton-."." {

CHAf'TIR. IV. OBLICAfi OI\S OF THE EhITITTES U N DER NPS A RC} TITECTUR il A }i D

F,STAtsUSTIMF.NTOT AN AM"I.FRAUD TOLICY 5

7. Obligations of the tntities untler NI5 amhitt'cture: 5

8. Establishrnent of an Anti-Fraud Policy 5

CHATTIi"TT.V. RET'ORTINC PRCCHi$. 8

9. Reporting fucc"rs ol Finencial Sraud ao Law Enforcement Agcncre$ " . 8

CHAPTER.YI-TRAUD IIIONTTORINC REHORTS..", 9

10. Fraud Monitoring Rcports ("fMR") to Authority 9

I 1. Rrport, to the Board of the entity: S

12, Delayr in Reporting of Frar"rds s

CTIATTER.TfiI.ANNEXURES 10

Annexurt-l- FRAUD MONITORINC REI'1)RT-| (FMI{ 1)" "' 10

Annexurc-Il- FRAUD MOhIITORING RErcRT-2 (IlvfR 2) 12

Annexure-Ill- FRAUD MONITORJNC REtOttT-3 (FMR 3) l'l

2

Z,

:
,

1

4
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H;BI).{ (riltAt\il":tvt}ttK l;\}lt Pr{riv[1N'r r(tN ANrr rrrlrl)nr,rN(; (rl: r]nAt:rr ilh:t)r.lr \rriAltfl tIlTrt.trRn) ( it,tt)tit.tNtis, ?il13

I'l'-NsltlN l;uNl) HHL;ul"Ar'(ll{y A?{r} r}t:\!ht (ll'[it:N't" Atit I t(]Rt.ti-
(liltr\hlEW()RK l;$lt lrRliVliNl'l0F,l ANn nHuH'ilNC Ul; FR&Ul) L,NCIfft n-t$

AR(:l tH.ECrUn[] cumnLINfS, ?flf1

t lti\lTIrl{,. l-stlt)ltI'TII'l.l:, c()\tlvfi'N('t1l\il:Nl', (rltjl.("ll\'! ;\NIr
;\l'ltl l('Altll llY

1 Shtrt titlt.,rttr"l tornnlt'n(emcnt.

t.l Tlrc*c grrtdlltnts mrty h'talh:d tht l'rnrion Funtl Rt6utatory *nr.l Dt'vr:lopment
Authority lTranrewr:rk fur llrrventiun and ttcportrng of Sr.rud Undrr NIS
Amhitucturr) Cu idclintrs, 20?J,

l.?. Thc guitfi:llneri arc issued under st-ction ld of ihe Pension Fund Rrgulatory and
lX.r,*lopmrnt Authority Act 2013 f PFRDA Act ?013")"

1.3. 'Ifu:rrr: 
iq,uitl*lrni:E *hull come into effsct on thc day, thcy arc placed on thc offrcral

rv*trsite ol the Pension Fund Regulatury and Dtvelopment Authority ("FFRDA"
or -Authoritv"),

1..t.'lh*rre guidclincs nre tn be roru;truud and acted upon, tognther wrth any other
gurd*lin*s on frautl pmv$nti{}n, .ui may b* applirable in the urganizatttrn or
rvhir;h rt rs oblrgtri to follou'.

?" 0b1tr:tn'c:

Ih* trhjrr.livt: r:f thil " Frafilr-'*'ork [or ltevenhon and Reportrng of liraud t rrr-fu'r N15
Ar(httrcturc Cuidelrnes" is to euggest a rt of guidelines and rneasr"rres for the

prrventlon and reportrng of fraud to thr Board of the entity, taw cnforcqmcnl
A,6encies, and Authonty. "lhese guidehnes arc not exhaus$ve on thr subpct .rnd

eyery care should br: takrn try entities undtr Nf5 architacturc lo t:volve lrt*l
pnrctict* to detect pr€vent, and contain fraud. The fram*wr:rl, irrllrsfic aims ter

aclueve tht following nbiectiver:

2I Fraud I'rcvention: Evolve mechanrsms to clearly ttl:r:trfy fraud anr,l implemtnt
swdt and cf(c'ctive mcshanirmli tc mitigatt the risk of fraud wtthrn tlrt entity.
Thir rnvolv*s intcrnally prcrnrting a stron6 culture of frau,l Pr('vrntlon,
tmplcmcnting robust contreiL;, and raising rw&rcru*LE amon6 all stakt'hold*ni

2.2 Tirnr:ly Dettrrtion: Enhanee monitorinp d.lta anatrylicr. antl retrtrrling
merhurnisrns to farilitate the early dctsrtion of fraudulent aclivitret lrrthrn thl
cntitt'

I l. tuh.rrritxrr ]'rrrtrrlron: S.rltgrr.lrd tlrt" tnterr'r.ts *t subscrilrt:r:; and brr:c{ttt{nr'i,
bv cnsr:nng tl'lat intrrmediarics r.r'tthrn thc NIli An:lrittt"turc adht're to hrgh
ctlucaI xhlnd.rrds *nrl riilrgcntlv pruiect intr:rest of suhstritrcr. "fhrs olrprlrve
,rinui tl) r'nhanct suhicriber corrfir.ltnce and m*tntain the rntrgrity.

3..1 Rr:grrlatory (irmpli-rnce : tlronnotr compti*nr:t u{th provisrons of the PFRDA Act
?('113, rulcs, regulaherns, g,uid*hnr:s ilrrre.tl by Authority on timr to trme. The
otltrliv* ir to eruurt' that all eirtiltes opcrating r+"tthtn the system l'ulfrl thcir
obh;gafiuns and rcsp.onrrbiktics in tlTestivcly cornbahng fraud

llPage

It
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ffiiltH,Iil,:ffifi1J,I:v1,:NrrKlN 

,\Nn Rrrr)R'rNn 
()[ FRA.It] Lrr'{I)IrR Nt\

" iili:i*,;,';1ffij*rr,*.i{'lkll}lil:H}: 

rxl:il :il il' :l

.1 AI'['lti'rl'rliit' 
., .rtrnly r, a, rnr.rnrr.triarrr's 

n'gt*t*rt'rl.r:jllllT,l]l:iH"r:l:il:

t:','il' qi:.1;ihxtnill", 
lll-*-t*i{il.,l"r*,iili,in :ril';;

r*t lrr'r r'trttttr"' "ntl"tn.l.];'lii,r n-hr rrrtrr. - 

l rrrrnr_.tcrrrl hr I 
rFR I )r\

/ {'trtr t rls,/ t'ntt t'* " l;l'r:.*.*pu i,, t".t n,'' A,
r,o1"..t t''{ 'l1l 

thc stl

cI { A },I"E Ir -p. D Ii}" t N rt' t ( l N A N tl ( I " 
i$l' l c A t'l c) :{

-f 
}:::,l:fi i*,:d::rt**,rArffi;:l;rff ll:i"1il":-:$*Ji
ccnc*alnrent *{ fpsts or *un"**Ir;;;;;i'." *"11* 

or *th**r,rsr) or 'rrrt'
unn u*oor undue influerrt' *T;t'i;;-tL 

mnn*ta1.,rruu, 
rhcre b*.ing an1,

ric'hrrnnt ()r sain to any o"*l*l:;'br] rnoth"',l,rr*t..,*-* o( fraud srr.rll
srong{ul lo"'"or any dt'Eimen:iill:; -d^'me 

"r 
the

,.*.:*" tY ilffi; :?#l,f il,,'"* -i"rr"a* *t "ther 
in a decet$ut "*":":'. - ^-., r{,r.r}ment which ht kno*'{ or hi'i

' vox-F o''n" "''*'T':1 
f-"'"HXI*l'f *T'"lliJ;;; particu, a'

rLr'rson l" t*ti"u" to be false or;:;;;;;* 
it to bc matt'rral

. onrnti#;;;';;l' "t"T11or dcstroying *y r,*ju'en*vhirh ir rcqurrrd

' wilfullv aliennP suFFrt''islng

. ft4*1"*,:yrr^,xTJ&T#ffi1.:;,:'::'::":" "indurc tlw other Person 
t:''il;;;f -i 

p*'on "'r a Prornis+ or allummr'il n

perrormins iu 
ndes rrrade, *,,h:i:i*,.X:.li;llH.1.:.ffi1

r .nn! r*pr.**trtionsorwarr-il:['iil; to act or or

u''' whith anothtr ftt":':
*"* *"* t'*i t' ix i'151ffTi1i'"'' **: IiliT Hil 

a n v . t hc r r'rrv

r an| acts,iomission or crlmrnp, 
JJ"", rami(icati' 

crienl for *r:l{ of frrr .rt"rv

rn forre' whether havine-1Lti;';;';ii;;t or ure tlrr

r Failurc to stgreglte molt{ly$

other client i;-^ rn,'ia1 h*trttr t'l

4 2 ltrs:rc e*'rll t.r'r n* r*quir*rnr1:(rf frnvtng an1' fin'rn''::l:1";:;l;Il'::i"::1'll::']t "'
f*", t*u*nltg #" "Jr*a 

lo dnY i*"uttl' utrrir't l'lt.qr'

:rn1r I rautllrL:nt d('llvtry "

a'

,lrrlf,
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I'1"fi1)A $RALIF.W(]R}( F()t{ I't{[vENll(]N ANt} Rlit\}ttTtN(; r}1, };trAtjn L:N{}l,R Nl\
A RCt I IlT('|URH) Ct ;II)H.tN lic, 2{"}11

.5 Lll"rs,*lir:airrln $l Irautl

A lirt rri,lr^tsf t"otrtluct n'hrr;h mrry bs rhssifiatrlc as frtutl is hstntJ lxlnw whrclr rs not
erhaustlr.r hut rrnlv illurtrativ*, -

r Br*ach trf trust

r FraurJulent enc*shment through forged mstrutnenui, m-rrupulatlern of btxrLs
of actrrunt 1;lr through ftctitious.l{fount$.

r CheahnB and fnrgery.

' Embeaelsment or il{isappropriation of funds, *ecuriucrs, supplies, or other
tssets

t ForScrT or iltgation of any docurnent, ruord, or s(count or any destruction
of dtxuments

r Foryir'rf or alterati*n r.lf a clrs{ue, bank draft, acrount, or any uther frnanrial
tnitrument

r In{urrr"ct f,i.nanciill rcparttns with a !,lcw io docr:ivr

e l4rs-utihration of *ffiee funtls for perronal Furposf,,$

r [.lnauthorix+d destruction, remov$I, or inapproprial.e u$r af rrrqrrds,
fumiturr, fixturrr, and equrprnent;

. \tnkin6 l*lxe written or oral statrmenlt oT rrprescntations rvrth rtsprxt to
or6anrxation activi tirs

r [mPEoPIety rn th* handlrng or regrtrrting of rnoney or financul trin$nr-tion$

I lrrufitecring as I reriult of insidrr knnreledge of ihe rrrganisation's activrtrer
r f]isclo*ing c*nfidential md prnpietary infurmauon tu unauthonstrl p*rtren
r Br,ilxrl or lichharhs

r Willul $uplrresoitnn of factsr/dc"ftptr$n in mdttrrs of apSr*intrnrnt;
pl acr'tnenLt; s u hn.lisliron o[ rrpurts

r ()mlltrn$ lt'r pvc trup "rnd corrrri inf ormatjon uf a rn*turr;l] n.rturt,

. r\tll otht:r h,pr uf lraud rrot cuming under the s;:rer..ifrc hracls .ls &bxrr,t,

(H ATTEN-III-Cr N}.ITAL NIRECTION
6. (rt.flr.ril! tlirrrCltUn

6 I The Mana8ing Directnr/Orief Executrtre olfiatr ("I!lD/CEft) nf intermedra*e*
shalt hat'e the. oblgation to lay down a p$li.? ta deal with haurl and its
pruv.,ntr*n and *p,rting rn mcurdance wrth thrsc guitrelin,r -

6 I I To providt focus on the pret'cntr$n rnd repsrting of hrud lo thr B4aril ofthr rntity. [_aw enlqrrcement Agencit*, and Authoity.
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rTrrlA rl,Rll1y:lfiltiT^l,ilIll,*'** ^t{n 
nrr\]Rrrr{(;(1t: rrHn L:n r:i(nrrR \tl-

ARt'l 11n:ctt'Rr\ 
( 

'L'

h1.:,Iolt.rntrill]Atttt.lrr.rtt.lltrhtvlt.,rlratrr"lrlsknt.tn.tlir,ltrr'ttl.ltrrl
irttr'st i1;''t tirrn'

6l:l,.1rrr;lt..lrlt,rlrnulrr.ltcthrfurtrttlril$,nrhti.rndrcllxtnltbtlittt:qtrftlth

u ? Ar*',11H ra ad*1u'rrc'j.'1,:':'^i,':'ll,i*;X 
rirtanr:ta| und '*I'u'"'tional

r*kri pos*d rr1, i*u**, ttrc rnl*ir,s;md;'*t* n"l''iterhrre strall havt in plac* an

appr$priarr'jj"*--r*r kr drtoct, *,ilu*r, uotl r"it'gato 
jhc t'ccurrt'ncn rrI sufh

(rauris rvirhin rhcir *rganir.atitrn.til;';tl]"*"*o'ft 
thall' intu'r s/ru tn''luclt"

rr*r;rliurL\$ to prutcrt thr entitv t'*'';'I'il'*"ut* p*"a uy the foltorrtntrg brrurl

;fl:;:,'Jlour"r, and clairnanr Fraud- Frautt. by rhe subscnttrr.at, thr

ti** o r iTn ;; ;,'? 
^:- i:#;Xii"*n,:':i:.n*'T: iil:i:*: f

|;:*i|i[i',ffi: iXtfilffi;;i,n o"," or d c a th r ratm ce t1 L'm{'fi t

6.?.2. lnt*rrn*liary/ Enhty frauri - Fr.rurl p-t'qil:::"j hl' 'irr rnlrrrttltlr;l-' 
"

Agent/ Bustnt's'$ c,,o*,,pun.i-,,."-j*ir,u.xrs Sv.itt,rrrj,rrr b1 slllrv.nNt":.',

potential xub*c-ritri'r' .".,t th.. rntcnnedr*ry;r hy

6.e.3" lntcmaN Fraud - Fraud/ rnisaPproPriatio"'!.'::

iBD*reclor'KeyPcmonrrrftJTJt't'"yotherofficerorstaffmfmht'r'

6.2.4- Digiial fr*ud ' tParn'-scam$' liPyw;rrer identity theft' password the(t'

pr"un*!' oi ittt*rn*-t banking fraud'

CHAI,I-ER.lV.oBuC,{TloNsoFfir:ENJTITII$UI?.IT.*lsr\RC}tl.I.tl('-IURF
AND FSTA BT.ISHM ENT.IiT N X ANTI'FRA UP IT)I' ICY

7. Obhg-rrions of the entities undcr N6 architt'cture:

TlCompliancewitlrthoregulatorynorTl]-g:Thfe1t1t]:1un*erNllsirrr.hitet^tul.t.
shetl cornply with atl appticabl-lr.*., ""* 

prur.isiotto of the I}IRI)A ,dct ]fl1J,

rnrturding rutcs' regulations' ""i";io;ill; 1ss11!'irrereuntJer' 
at all trrrr{r

Further, thes,e *ui<Ielinrs shall-a]rri u* por, .f reg,utatrrry c*mplianre 'rntl rts

rt'prrting fy tttl"ntittes unrler NPIS architecturt'

7.2.ttlskA$s{]s$ment:Theentitiegundr'rNI{iarchltc,ttuTar.*rt.qurt'.lt(tc(!ndu(.t
pencxlic regular-'L*k -ryiii * il;6 

":"ntial 
'rreat.[ vulncr'rhrhN ttr

financial fraurt" Thcre n**u'**io *t*ouf*'*nuluate rnlr:rrral control i\'stenl!"

op,erahrrnal Pro{olisas, .,*,o**i.,i,;'.;i;;^*, anrl tlantardnn rn<rnitirrtng,

,, ;:r.::i';**n,rr*or Thc entrries un.{rr Nrli *rchitrr1.111- 11rur{ *rt*hhsh-.rnrl

nraintarn inrurnal prrretlurer ,;:Jlil i*a"tt"' fr'r*rl' l'h*sr' :'htrtrltl rrrr'lrr'lc

but arr not limittd ttrl

It
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rsRI)A (lluNlEl+'oRK roR rRElTvrlt)N ANn R[t.trR'rIN(i ( )r; r:t(At]t) rrNt]r:r{ \r,q
AR,$ IfTCTURE) Cumtll.tNflri, 20II

7 ] I Frntlrt Itrrt'*lttion l[{r.rltrrr:r trrrylpl11,'s,1,!rI r.rrrrtrllr, , lrr.r Ir, .r1rl l,.rl.i1r, t."r
hr tlulrBrtt(' [t',tud ritlir .lr'ru{,i lll [ru*;rnr:rq lunrtons antl 0pt'r;lit]n$ mldlri,
t* NIT'.

? l: Kmrrv Yrrur ('u*krmur {KYq ,rntl $utrq'rrtx'r tr)ur []rllgrnt't (51]f]]
('rrntlutl thororrg,lr rntslttnlt.r tlut' diligrn{.'I,, v{,rify rurkrrrx,r rdrnlilrtx, anrl
intpl1"11',,'tt, ()nliolnS fi1()nit{rnng ntl''fl:iun.r tu dcln"l .rnrl F1t,\.1.nt frnuduh:nt
,,tu'tlt'tttr:ri

; l :l Rrprrtlrrg, Sutfrrl()l,l$ Al'ttvrlrtx lishblrsh nrrvh.rnr*nrs firr *.rnplof,trr to
rtlxlrt fi,ulrl\tf trru$ artt v t tit s ttt tc rtt.l Il y,

? I { f'r.rtnnttrq i}n{.i Arvarrn*sr. Rr:gular trtrnrng progr,irms to rnh.rn{"e
*nrplrryt'cs' irwilr$ntili nlxrul lrn*nual fr*ud rislts, prrventir]n m*a.surc],
and reporlirrg ublig;rtiun* t* ltrrlcr a ruliure of integrrty anrl t'thlcal lx'havt,rr
luthrn tlu. rrrlia nl:"ation.

? 3 5 Whr-ttlr-hlgwrr l]rntgr:ttpn; tnrpft:mrn{ a whtrtlp-hlowt'r Srrutt't tlon

fr"rrnrrvurk tlr*t t'nctrur*g* tmployor$ io report prtentral Jrn.rnt"ral fraud

rr'ithrrut fi:ar trf rst.rliation.

7 3 6 Inr-irlrnt R*pon.+* anri Invcsiigrrtrun, f)ruvc'lopr prolcx:ols for handlng.rnd
mv+rhgnttng sirspmte,J finanrid {raud rncidents promptly and thoroughlv

? 3 ?. $un'rillonre and M$nit$rin6: Implement surveillancr: and monitonnli
$v$toms tu idrntify unusual psttcrns, suspicious lraruactions. or red tlags

incltcative of finani:ial fraud

7 3 ft l,urlrcl' firr ldrntilicaripn: To have a polity ftrr ir.lenlilrration of s{'nslti!'{'

f unctions and rutaic offidals purfonnrng such func'horu

7 3 9. llcportrng: 'Iimely reporting met"hanmnr (hoth in-lrt"ruse and t* ertum.rl
agt'neier) upon detection of fraud and fur takin6 imrneiliate mcasun:t t()

rnittgntr lurm,/ loss cauletl.

7.3.10. Periadic Rcyiew: Review nf fraud d*tettrun and prrvr:nhon mtehantsm
pcriodirally and report ltr the lloard of the organis.rhrrn ahrrut thc rama.

ll [stablishrnent o{ an Antr-Fraud Policy

I l.'l"t* entrtirs undcr Ntr'ti arctritcclurt, su$e,r1 to Buard approv*l tr: ustatrlish *n
..\nh'Fraud Puliry for fraud risk mnnagr:mrnt and inver,ttfi{tron TTrir ;rttl;,;y
sht"rutrd .rrihere to govrma:rce xtandardc lntl ar,'cuunlahihty, and consrder the
organiration't rtrurture, services, and trchnolugl'. A corn5rrt'htrsir,r" apprrtrach
rs to br' adopt*rl to rdentrfy, me&$urs, ronuul, and morutcrr fr*ud ruiL. wtth
tarlcxc'd risk nunagcnrenl yrlicits artd prmtdurt"$ Errllsli the urgtulz.atron.

8.J Kt'v [.(}n\F{rllcnt$ uf lhc Anhi-[:raud Puliry sh.rll he.rs unr'lfr

I : I ['oJrr'ySl.rtr"nrr.nt

r (-'leirrlt' define thc org.rnrr-atton $ cunlrnrtmcnt t1r prtvt'rtrng, <ictur-trnp
*nd eomhlbng fraud.

r Outlint the prrrlxrsc and obpr;tir,tr ol the irntl-frotrd paltry
6*Pl8r
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rtftRA rlmrtl*t,o*K ,"t)t( rftm,nNnr}}i Al;n R'1ltofill}i(l i)}: |JRr\LlI) t.\iD[rlt \1."

n*m,nt crilHn.l CtJ tI)sLlNIS' 2013

. S,mphasir.e thr: org'lnimiinn's mro-lnleranr* appn'ach lon'ards fraud'

$ t.?. ltirh A"i'n{-'{sment

r [dr:lrtift'"rttrj its'tt]r'i lxrtr'rrlr'rl fr;ud rltLs sprnr'tlit' ltr trr;;'lntz'rtr(rttr's'lrt"l (rt

.rr ltt'tttts r' Junctttrn*

. [:'l,atuatc tntr:rnal anli fl\tfrT1,tl [ar:ltrrr lhal rrur'etrnirthulr. l(} tlaull. \ilt}r

irtttprralitrnalpmctxsl.:f,5Y$ll3nr.-h,rrrlwarr:andsrrl|ll..trt',;xr,prlr',
p r.oa*l rrr*, ru s t,"' m,:r 

"] 
19 13s [i* nt 

"r 
nd re gu !'r to n' t:fl m p l ill nir

t{ 2.1 f.}ctt'tton }ltthanisms:

r lmplemrnl robuf;t monrlonnS and dctactlrrn !i]'$trfn*r tu rilcnttft'

*uipicirr,,ls activities and an*mali{* in tfenrrcliiltu*, ac.*unl beh'l'iur. or

cust*mcr interaetioruq "

e Cnndurt pcriodicaudilcand reviewrt$&Flresstheeffortrvrncsstrf crrnlrtrls

snd id*ntifv potrntral vulntrabilities

. fistablrrh clear Effalation pmcedures f$r nT(']rttn$ antl trnrxl.igattng

xrrifisclerl fraud cawq

ti.2"{. Prev*nhrm Meamrrs

I E*tablrsh inlemal conttolt an,J pmcedures ttr drttr fraud. inrlu'-[n;q

r(,firtfiatton af duties, arrttt rnntrol$, and authurtration prrrltxrrlr

r llrovtsrrrn tr.11 n';gul$r cmptrlyee uarning pr()14r'rr!'{ tr'} r'rt:r' rlr$.rrr'rt(!\5 irl

lraud nrl.r anrl prnl,r.le guKlrrn,le on fraud Pft'rentliln loc'luuqurts

r Promotr n stront ethkal cullure u'ithrn the orgirntnnlitrn t$ rl$t"oura5r

f r.r url u lent t*havtctr

r li,rxrrur*gc an$tlYlTlollr rrportrng r]ranntl* for *mphyecs lrr rraftlrt

rurportrd lraurluknt achYlttt'*

. To [*ke rmnxdiat* rrlf&surr$ ti!.ftop thc cascadin$ lntp.lfl $( fraud tt'

rrlnlain furth*r mnnitorl' lar*, once tt it ddectt'd

8.? 5 (lo-orrlination wlth Iaw Enfutcement rtgtrxier

r lay deix'n pr$cedurug tu ca*rrr.lnate r*lth ]ow en(nrrer*rr:nt sgent-:tl:* for

rcptrrling fraud* on * timely and rrJrodrtrous ba*rt and

r hrllow'uP pr(xe*.fi:$ thrrron

S 2^6, Reportmg:md ("nmmuru<*tton

r Establish a reP$rtrn$ framr"r*'orh tn dtrrurnettl 'rnd ettmmuni'''lte frauil

lrli' lal *ntr* lnternallv a tr rl. t ! rt'r{urmll' r r't t'rna I t l

r l')rl'elop prntrrolr lo1 ltm*lv rrfilrlrn* 1rl \11q11(\ lrti l:nr'lil i'

nr.anagerrurn!, stakrh*[.]*ni, an*.1 rr6uriatorr" ,rrrlh**tirs, (l! r]1,l,,ilJ!(:'-l lr\

applicable larvr and rr:gul*tions.

It
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•-• https://www.staffnews.in •-• 



.,''1,\{rRA}{[tt,()nKroRrHIr\t:N.11()NANI)R[lt)nrls(i(}tlfHAt]|}UNl')Iilr\.]l"i

JJ!;l i;"'RI: | ('t :rt )Pr rNr:\' ?02'l

r\lrrntaint*nfttlr"ntr.rlrttlnttrrlvfi(vtrrnr.rrqitrvr'rt1l(irlrrrltillr;Iltrlryilrrrtrt

'ntt "t1*'"t 
inf *ntl tun"ir utr tr''t t tttn []rtxr!$

$ 2 ? Rrl. nvery rntl tn'icrnniftcatl'ln: -, -- .*.rr.* r.ss crur*,tl on .rerrrunl oI

' To r:s t'rbl rsn nrtx' t st.n. t -'::'-'*}.j;;},*'il|||ilt'1'l:"".''
fratrd antl Frovtsl()n fr)] 

lndt'lrr

lToustatrlishprtrvt*tonrirnpubtrrrnter*rtlorr"lqurrlthatthtr*uitable
irrticn is tahen agatns, * ,r,,r, f r"r^-, ,rt'rt from rrxovr:ry of lhe

arnount involvrd

fl '?.li t{evrer*' and Continu*ur lmprovement:

r Rr6ularly review *{'p-dutl-ee antr-fraud poliey to a}rgn with changmg

traud risis' indrrlitn' U*t p"ct'ai"intl'ug'tt'nry rxluiremen$-

':."ji::i:,H;i:l'..s.'T[[.s'1:l;rl'J;H-'tr;]il##t"
.l-hti}rrartltlralirtvtc\{theAntr.Fraudl,tliicl,onatlr.aqtanannualb*,stt

and at tuch tthrr inttrn'st' "* 
ti-nt"y he constdtrtd nectlivarv

CL{ Af'l'E lt' V' R HIri JRillx*C PR OCESS-

9. Rcporting I'rtxtss "iu'*"t"ifr'rud 
lo l'aw Enlorcemrnt A1p:nctts

To e({scbvtlY rtPori {lnnffial kaurl trr !tw enfor*-cment aBt'ncr(x' the followtng stoPr

may be fl:llowt'd:

9l.R*ognir.tngrndDocumcntinSsrrud:TtefirststePlnrrptlrtrngfinurrt.ll
fraur'l ts to rt(o8nt,f lhe srSns',i_r,ouaut*nt actlvlty. Thrs may tnclude

un'ruthorirtd trinuchons' 'a*t"lty 

"i't*ii- 
*o^e1' l'runtierrnp or other

lrluriulenlPrncirrrsOn<'eyou*u'fi*financial"]-u.:ll-ttrn:ctaltodrrumcnt
n1l relevani datarlri' rnr:ludrng iattx' times' &rnouniii inuolr'*J' ":cl -::I
,unn*,,,"g' ";;i;;t; "t"h Jbunk ltrttmi'nts' enrails' or rornmunicatton

rucurds
9.?lntcrulRcportin6.lnrlrvir.lu-rlswht:ht.cotnerlll'iltCtrl(rnirrrei*llr*udshould

rtlx.)rl tt t., t'h., .I.irgnatt'.1 authorrtv n:lhin thi:tr ,ri1,rnrl'ttilrn, ar pr:r a'tr-fraurl

prrir<1'

9 3 Rtportin6 to Authority: "lhe fraud tJet+r:tion nr.r!' trurrnutltltflv br: ruportcd ln

l*rrvelhnlt ur*! lnvr:rtrgrtron [)*p*rtment ol lhr Authoaty follct"'cd b1'"lrt'rrled

rr:p$r6 as prr:x"ntxd under Fraud Monrtorrng Rcprrts-t(Fltlt'l) to it alxr
9 { Contrctini thn L.* *nd Enfortrmrnt A6cn*itd l.rocrl Polict Slation: Iu reyrort

lrnancl.rl fiaud by the entrfv as;rt:r the prerribetl Paramctl:rs of an anli-frlud
policy rrf r:rgantiatton to en{on.'r'ment agunciea/ ltn*al prrlicc stattoru and provltle
lhem with a char and curnprchensive account of the ltaudulcnt ectivittss.
rncluding all thr: dt:curnsntrd rvidencc tei hclp thsn better underst"and th*
natur* of the fraud and initiatu an mvestigation.

at
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t,[Rl)A (]ItAIltlWORK Ii{"\R ltlll:VtiN"I-l(llt Aft-n Ililt(]l{'l1N(l ()[ Ft(A[:l'] [ill)l't't Nl'.'

^*:;;il',ilrRt,l 
( 't'lr)l l INI's lt,'11

r}.1 $mkingLlsllArltirc: 
lltn.rl,hr:pnrttr,ntlrtqr,t:}lr,6.tl 

,ttlr,r..r,!rrr;,.tlttl.ttt.t. l,rr

,rr,. rr;i,rr ,,,,;,::;;;,,,,*' ,n,, ,f,iliiili*;*li.;;::,,1.* r, '.r''l,,arr 
,rr

t-{}tn}th'\ttlt'{ r'l lltr't 'rxc 
l'lrtn ttr'ty '

('l I Al'l"liH-\'l -l:ltAtJn Nl{ )Nl'1"( )l{ l'r'r1' g[l{ tR'l\

Itl, l;r.rrrrt lttnruh'rirr'I H*pttn ('tril{R'} lo Authrrrity

Itl l 'Ihc lr'torr'l5trr6 lJrrrttnry'Chrcf 1"'rrr utttr"'Of{rrr'r {HD/('H( )t} ilf

tnlt,rttlr,rlt.tri** *r'oit havr, the -n,,ou'"rl .- -.,r,,.',. .rtl tht' rfillrn{ 
',.1..11f1J 

trr ln

nfUmCnl.
Thf f r ir u d mon i I o ri ns re pxrrt 

:-$ 
n t ei 

.: 
i1i 

::i::T,:r':i, ffi 
t;,1 

I;,"'X';';::il

\

th,is documcnt'
I0!

, *,, ..*l,.l.l$,, n'll :lI,':* i: ffi fr -:T::"[ :':"* :*',';:, ill,'fi ,l 
u'l h o r r tv

:I1i':(il:,::;ti};';ffi ; ;i;; ;; ;"rr r*raw {il l.J 8t)rr rc a rtd {rrtrt,tx I *r'

FrrqucnrY
'I

iijitt tn 3 wt'ek-s ot tnr 
I

r,letectirrn o( frarrd

Irr i( flrd t

- 
rtnnrrur,'-l

I

sl. Iiiiil*rlar rrf

ft1.p$rtr

1 niaitt "f ncmal

and *usPuetcd
(r*ud (FM8 !l* .fil]il, tt'ttTi*"n go da!*"i

;h- ifi* of the financial

t'eaf
?i.tY v""- ;thtn 3o daYs of

;i; '.t;* of the financial

Year

Annexure-ll

Itni*-rt"iti

't ffii;ffi*_- nf

outrtanding fraud

ca-tnr {Flv[l!r!}-
3

_-
Details of rlo€+o

frautl es*r:* (FMR 3)

l:-.-"r. ra

a'

11. Reports to thc B<r'rntl of thc arrtttv:

"r.h* r,nritier undr.r NIIS architecrrrre ttr cr.,.lure th.rr all fraucrs flrt' rrpt111-rr ,rtrnrptlr t.

im B*arrt. sunt, r*p*#;il;;rng "rl,t'i'tr'infs' 
takc n,te of thi f;rrlrrr'' r'rt th. P'rrt

r.r( rlrr. conce*ua urri.ioir rr,.l .rnoolhS t;"#;i?"-''t"a 1;rvr: rltrtails irf .rc?tr'rm rrrrtl'rtt'tl

;;;;;;;; *ffirials.i$ponsihle for the fr*uJ

I2. Drla-"-s in Rcporling of Frarrds

[ht.C.ntlttesunrJt'Iiil*architerturts}rorrldensurelhatthr:rrl,}ilrttlrgsv}tr'trltistttl.rh}\,
srrtrmrintxl so tlai i-iri-,, r*porting;;';;;;;;;d *ubr''**''"n rrf t{r'!avr"l an'l

inconrprrre rrrua *p*"ffi.*;;;,.il rfr -.,ii"r -".ler NIis a*'hrr*"rurt'nru$t f* stall

arr*untability in r|}rp** *]f d"1""* itl *r'Jl;;l fiau'l ra'ilYi to thr Auilxrrilv'

llr.&e

I
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./

1sftrlA (FnArt[\YoRK FOR rRA'$"r{11()N ANn RHH,n,ilN(; OF r;RAUn u},nrifi Nr'i
ARCI rnrrruRq cumfiLtNus. 2ilL1

CH A I'TT:IT -\"III. A NNIj( U R lili
r\nrn:rurr-[- FRAUD hlt)NffORtN$ nffloRT.l {fh{R 1)
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