-'b“ f{_

-dﬁmﬁﬁfﬁﬁﬁqu&ﬁmmfﬁmm

PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY

CIRCULAR

Circular No: PFRDA/2024/05/Sup-CRA/02 20t Feb 2024

To
All Central and State Government Nodal Offices, CABs and SABs

Subject: Securing NPS transactions through Aadhaar-based access of CRA system
under the Government sector

The Nodal Offices under Central and State Governments including their
associated Autonomous Bodies currently utilize a password-based login to access the
Central Recordkeeping Agency (CRA) for NPS transactions.

2. To enhance the security measures in accessing the CRA system and safeguard
the interests of subscribers and stakeholders, it has been decided to bring in additional
security features through Aadhaar-based authentication for login to the CRA system. The
Aadhaar-based login authentication will be integrated with the current user id and
password-based login process so as to make the CRA system accessible through 2 Factor
Authentication.

3. The integration of Aadhaar-based login authentication is a proactive step to fortify
the overall authentication and login framework. This initiative is designed to create a
secure environment for all NPS activities carried out by Government Offices and
Autonomous Bodies.

4. The development of the new system of login framework with these enhanced
features is currently underway by the CRAs and is anticipated to go-live on 15t April 2024.

5. CRAs will disseminate a detailed Standard Operating Procedure (SOP) along with
the process flow to Government Nodal Offices and engage extensively with Nodal Officers
to make them aware of the changes thereby ensuring a seamless transition.

6. All offices under Government Sector and Autonomous Bodies are advised to note
the same and put in place the necessary framework for implementation of the additional
feature of Aadhaar-based login and authentication in CRA system to perform all NPS-
related activities.

Yours sincerely,
Digitally signed by K
MOHAN GANDHI
(Chief General Manager)
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY AMiTtMahotsav
TRuT
TRUT &I : TUwIRSIT/2024/05/THYU-HISMRT/02 20 WRal 2024

ufq,
Fg 3R T WHR & g Tisd Hrafey, Hud) 3R Tgus

v WReRY &7 & Siavia WeRT yumrelt # STUR-SMUTRG Ugd & A1ead | TA9Iey a-e
BT UG HA & Tod A

F% 3R T WHRI T 396 Yggad WEd Ferl & fdid e Hrafad, gaq &
TN TFie & forT et sffieraTd ST (HTeRY) Bt dauTse &I STANT I o UNIde-
3R A T ITAT R Bl

2. TiSIRT YUl &1 IUANT H H JREM IUT b1 37 B 3R AfTaratt iR fRauRe! &
fadl &1 W& A & forg, WY yomredt T @A gq STUR-SUTRa il & q1eqq 9§ U
SHfARa qREM Yo Bl IRE HRA o1 Aol ferar T g1 SeR-smemid A gaTofieRor &t fagmm
YA 3MSa! 3R UHaS-3emRa i Ufshar & T Tahlghd fbar STee, aifep ey omet
B 2-Trger JHfieHRT & HTeaH | JoH ST S b |

3. SMYR-3MYTRA AN JHIUIEIU & THIHRUN SI UiohdT THY YHTONSHROT SR TR IR
I ARG IR 8 U Jiohd H&H ¢ | I8 Ugd, BRI Hratadl iR Wi ) gRT &t o arat
Tt Trdiey fafafiat ¥ e Qrigra ararazor ffifa s & forg fesig= &t 2 81

4. 3T GRAUTSH & Y AR TG Bt s JUITel BT fIH™T aaam § TRY gRI IR §
TUT &I 1 31U 2024 T 3D ART §IH B JUET 6|

5, 1t WU gRI WHRI Ared Hrfadl &I Uihar-udrg (RIY-Ud) & J-T1Y U fawgd
S Fare Ufhar (@it UeM &t STl duT 98 99M W 399 Aisd sifteial & of wfird
foa Sme, arfes I 39 dgadl & TR H SINRed fhaT & I, f9d dedrd o1 gg ufshar fAaty
EU Y YATYd B o Fb |

6. ORI A F it Tt Hrafal oIk T fHerl & gare & S § f, 3 39 W eH
¢ IR TAdiey ¥ deft gaft iafaftrst & fwre 8g ey gomelt # seR-smenid A ok
AN &1 SfdRad AU BT BRI B & [T aAD Gl AU By |

Yqag,

Digitally signed by
K MOHAN GANDHI

(T HeTIe )
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